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PROCEDIMENTO TLS

Esse documento tem por objetivo demonstrar a utilizacdo de endpoints com protocolo SIP

utilizando método TLS com certificados gerados pela propria central.

O primeiro passo consiste em configurar os certificados crt e ca dentro do equipamento da

Handphone®.

Passo 1)

No config file specified, creating '/home/shell/keys/tmp.cfg'
You can use this config file to create additional certs without
re-entering the information for the fields in the certificate
Creating CA key /home/shell/keys/ca.key

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)

Enter pass phrase for /home/shell/keys/ca.key:

Verifying - Enter pass phrase for /home/shell/keys/ca.key:
Creating CA certificate /home/shell/keys/ca.crt

Enter pass phrase for /home/shell/keys/ca.key:

Creating certificate /home/shell/keys/handphone.key
Generating RSA private key, 2048 bit long modulus (2 primes)

. cHtHt

e 65537 (0x010001)

Creating signing request /home/shell/keys/handphone.csr
Creating certificate /home/shell/keys/handphone.crt
Signature ok

subject=CN = 131.196.225.2, 0 = Handphone

Getting CA Private Key

Enter pass phrase for /home/shell/keys/ca.key:

Combining key and crt into /home/shell/keys/handphone.pem
[FIM]

Executar o seguinte comando: sudo cm tls_cert_server DNS_OU_HOST

Nome_da_Organizagédo (sem espagos)

Exemplo: sudo cm tls_cert_server sip.handphone.com.br Handphone

A central ira pedir para ser digitado uma chave, importante lembrar dessa chave pois sera

utilizada no futuro.



Passo 2)

Esse Passo consiste em gerar o certificado para o ramal

Executar o seguinte comando: sudo cm tls_cert_client Nome_da_Organizacao (sem

espagos) Ramal

Exemplo: sudo tls_cert_client Handphone 9301

[suporte:~$ sudo cm tls_cert_client Handphone 9301

No config file specified, creating '/home/shell/keys/tmp.cfg'
You can use this config file to create additional certs without
re—-entering the information for the fields in the certificate
Creating certificate /home/shell/keys/9301.key

Generating RSA private key, 2048 bit long modulus (2 primes)

e is 65537 (0x010001)

Creating signing request /home/shell/keys/9301.csr
Creating certificate /home/shell/keys/9301.crt
Signature ok

subject=CN = xhand, O = Handphone

Getting CA Private Key

[Enter pass phrase for /home/shell/keys/ca.key:
Combining key and crt into /home/shell/keys/9301.pem
[FIM]

Esse procedimento ira criar o certificado para o ramal 9301.

Para visualizar o certificado acesse a pasta keys, e execute o seguinte comando:

sudo cat 9301.pem

Sera necessario copiar o certificado e colocar em um bloco de notas, salvando com o

nome 9301.pem (trocar o 9301 pelo ramal que vocé esta utilizando)

Faca a mesma coisa com o arquivo ca.crt



Passo 3)
Configuragdo da camada de Transporte TLS

E necessario configurar o transporte TLS para que os ramais possam enviar registros,

invites utilizando o certificado TLS.

Essa configuragao se encontra no arquivo transport.c dentro da pasta etc.
Comandos: sudo vi transport.c

O seguinte bloco deve ser configurado dentro do arquivo.

[transport-tis]

type=transport

protocol=tls

bind=0.0.0.0:5061
cert_file=/home/shell/keys/handphone.crt
priv_key_file=/home/shell/keys/handphone.key
method=sslv23

O servico XHAND devera ser reiniciado, para saber se as configuragdes de transporte
estao corretas, pode utilizar o comando: sudo cm transport transport-tls

<Type> <cos> <tos>

Transport: transport-tls
ParameterName

allow_reload

async_operations g

bind : 0.0.0.0:5061
ca_list_file g

ca_list_path 2

cert_file i /home/shell/keys/handphone.crt
cipher 5

cos : 0

domain 3
external_media_address
external_signaling_address :
external_signaling_port )

local_net 3

method : sslv23
password 3
priv_key_file :! /home/shell/keys/handphone.key
protocol :Tls
require_client_cert : No
symmetric_transport : false

tos : 0
verify_client : No
verify_server : No
websocket_write_timeout : 100




Passo 4)

Configuragdes dos ramais, devemos indicar qual transporte o ramal devera utilizar e o tipo
de encriptagao de media.

Na tela de configuragdes avangadas devemos adicionar o transporte:

s A e PR ~

ATENGAO As configuragdes customizadas ndo podem conter pardmetros invélidos, nem serem usadas como bloco de notas

Configuragdes Customizadas

media_encryption=sdes
transport=transport-tls

Passo 5)
Configuragéo do Softphone,
Iremos utilizar o softphone blink para os testes:

Configure o numero do ramal e senha

@ Blink — O X .
Blink Call Tools \Windo

{ @ Blink Preferences — O X

x O & 9o - h &

Accounts Audio Video Chat Screen Sharing Logging Advanced

T—r .

® 9301@131.... Account Information Media Server Settings Netwo ¢ P
Use account

Display Name: ‘9301 ‘

Password:|ooooooooooooo |

Registration Succeeded




Na Aba Server Settings configure o ip do seu equipamento na porta 5061 e transport TLS

d Blink Preferences
& O &

® - &, e

Accounts Audio Video Chat Screen Sharing Logging Advanced

® 9301@131.196.22...

Account Information Media Server Settings Network Advanced
SIP Proxy
Always use my proxy for outgoing sessions
Outbound Proxy: 131.196.225.2 | Port:|5061 & Transport: TLS v
Auth Username: ’9301 |
MSRP Relav
[] Always use my relay for outgoing sessions
MSRP Relay: ’Relay address taken from DNS | Port: ’2855 C‘ Transport: TLS v

Extra Server Settinas

Voicemail URI: ’Discovered by subscribing to 9301@131.196.225.2

XCAP Root URL: ’Taken from the DNS TXT record for xcap.131.196.225.2

Server Tools URL: ‘

Conference Server: ’conference.siszip.info

Na aba Advanced coloque o certificado do tipo pem gerado para o seu ramal

a Blink Preferences

1 R
Accounts Audio Video
® 9301@131.196.22...

® L &, e

Chat Screen Sharing Logging Advanced

Account Information Media Server Settings Network Advanced
SIP Settings

Register interval: seconds $"Re-register
Publish interval: seconds
Subscribe interval: seconds

Dialing landline and mobile numbers

Replace preceding + with:

+442079460000 |11 +442079460000
External line prefix: *

TLS Settings

Certificate File: ’ \\mac\Home\Downloads\9301.pem (<}
[] Verify server




Na aba avangadas configure o arquivo TLS do tipo ca.crt

g — ]

@ Blink Preferences — O X

ik R Ld i, o
fAccounts Audio Vid Screen Sharing Logging Advanced

SIP and RTP
Transports: ] Enable UDP UDP port: |Auto 5| Set SIP ports tc
Enable TCP  TCP port: [Auto '+
Enable TLS TLS port: |Auto &
RTP Ports: |500 = starting at:

Files and directories

-eceived files to: ’~\Down|oads Browse
. screenshots to: ’~\Downloads Browse
TLS settings

ficate Authority: ’\\mac\Home\DownIoads\ca.crt () Browse

Chamada com TLS ativo

Received SIP request (1384 bytes) from TLS:131.196.225.225:53096 ———>
SiprA5700451-196-2252 81P/2:9
LS 10.211.55.3:49738; rport;branch=z9hG4bKPj22e70ffff6b84ef5951e3fd2fd2136d6;alias
7@
93010131.196.225.2>; tag=127155558f394d3dacc@0058f503e922
: 570@131.196.225.2>
Contact: <sip:20753941010.211.55.3:49702;transport=tls>
Call-ID: 909b31b86bf94a9286b9644660082577
CSeq: 22168 INVITE
Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, BYE, CANCEL, UPDATE, MESSAGE, REFER
Supported: replaces, norefersub, gruu
User-Agent: Blink 3.2.0 (Windows)
Authorization: Digest username="9361", realm="xhand", nonce="1630938693/56d02019c585a7bc3b32d2ad9a60a533", uri="sip:*570@131.196.225.2", response="c9fefa79f534fcdb@@4s4ebbf@517ala6", alg
orithm=md5, cnonce="e@e4d850957146b3b707311e19342d3e", opaque="3f5955475310c078", qop=auth, nc=00000001
Content-Type: application/sdp
Content-Length: 508

883992:6693—3839946698—IN IP4 10.211.55.3
s#Blink 3.2.0 (Windows)
t=v @
m=audio 50008 RTP/AVP 113 9 @ 8 101
c=IN IP4 18.211.55.3
a=rtcp:50009
a=rtpmap:113 opus/48000/2
a=fmtp:113 useinbandfec=1
a=rtpmap:9 G722/8000
a=rtpmap:@ PCMU/8000
a=rtpmap:8 PCMA/8000

tpmap:101 telephone-event/8000

rypto:1 AES_CM_128_HMAC_SHAL_88 inline:UZdsbFfpVm4LaJKt4dPdUIDI8WZhGeqBFKmuUITT
Typto:2 AES_CM_128_HMAC_SHAL_32 inline:Jdnl/YglTLTcxmT9R9YL8hxVW6LHGIVIPBECnXKL
a=sendrecy

a
& P18 -6
2
a




